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Algorithm 4.1 ECMQV key derivation for entity

Input: Elliptic curve domain parametefs, g,n, the secret keys

X,, Yo and the public elementpk,, pks, E,, E;

Output: A secret ke ,; shared with entity with public keyk,

1:
2:
3:

m- log,(n) /2 {IM isthe half bitlength of1}
u, = (u mod2™} 2™ {u, isthe x-coordinate ofE, }

S, (y# uyx) modr

4: v, = (v, mod2™y 2" {V, isthe x-coordinate ofEj }
S5:
6: K,z = KDF(Ex pkz mod r)

Z,—~ SV, modr

2mex[2)+ lexp 2 sqri+ transm 1410 bits+recep 1410 b
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Algorithm 4.2 SOK non-interactive ID-based key
derivation for entity A

Input: Bilinear map domain paramete€,G,,e,g°,n, hash
function H , identitiesid ,,id; and the secret kegk,
Output: A secret keyK ,; shared with entity with identityd

1 Kpag ™ KDF(e(SkA H('ds)))

lexp, + 1pairing (+trans 384 bits+recep 384 bi
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Using the Strauss algorithm (Shamir’s trick)
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6 0O 2 *'31. % %
4 Mica2 Computation Communication
ECMQV 107,26 7,95 115,21
< SOK 309,39 2,16 311,55
MicaZ Computation Communication
ECMQV 107,26 0,61 107,87
9 SOK 309,39 0,166 309,5%
4 UWM2000 Computation Communication
ECMQV 107,26 704,98 812,24
< SOK 309,39 191,99 501,38
UWM4000 Computation | Communication]
ECMQV 107,26 2291,23 2398,44
_ [ SOK 309,39 623,99 933,38
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