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Algorithm 4.1 ECMQV key derivation for entity A 
Input: Elliptic curve domain parameters G g n, , , the secret keys 

A Ax y,  and the public elements A BA B E Epk pk, , ,  

Output: A secret key ABK  shared with entity with public key Bpk  

1: 2log ( ) 2m n¬ � � /   { m  is the half bitlength of n } 

2: ( 2 ) 2m m
A xu u mod¬ +   { xu  is the x -coordinate of AE } 

3: ( )A A A As y u x mod n¬ +  

4: ( 2 ) 2m m
A xv v mod¬ +   { xv  is the x -coordinate of BE }    

5: A A Az s v mod n¬  

6: ( )AA zs
AB B BK KDF E mod npk¬ ×  

 

 2 (2) 1 2 ( transm1410 bits+recep 1410 bits)mexp exp sqrt+ + +���
�

 1
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lrr
lg g�

 
1 lg … g G, , Î

 
1 l nr … r, , Î Z
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Te: ´ ®G G G

 1 1 ( trans 384 bits+recep 384 bits)pairingexp + +G

Algorithm 4.2 SOK non-interactive ID-based key 
derivation for entity A 

Input: Bilinear map domain parameters 1
ze n, , , ,gG G , hash 

function H , identities A Bid id,  and the secret key Ask  

Output: A secret key ABK  shared with entity with identity Bid  

1: ( ( ( )))AB A BK KDF e sk H id¬ ,  
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• Using the Strauss algorithm (Shamir’s trick)
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Mica2 Computation Communication  
ECMQV 107,26 7,95 115,21 
SOK 309,39 2,16 311,55 
 MicaZ Computation Communication  
ECMQV 107,26 0,61 107,87 
SOK 309,39 0,166 309,55 
 UWM2000 Computation Communication  
ECMQV 107,26 704,98 812,24 
SOK 309,39 191,99 501,38 
 UWM4000 Computation Communication  
ECMQV 107,26 2291,23 2398,49 
SOK 309,39 623,99 933,38 
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